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Figure 7
The Client and Authentication Service send identities IDa and IDs to each other
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“They generate values of X < q at the Clent and y < q at the
Senvice
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The Client calculates S where § = HZUDS) and A where A = Hl‘ma] 3
achieve Py = XA while the Authentication Service calculates A where A =
Hy(IDg) and$ where S = Ha(ID ) toacteve Py = S

v

The Client and the Authentication Service then exchange P and Py

3

The Client and Authentication Service each calculate

HolPolPg) and rg=Ho(PPg)

‘ The Client calculates.

Ty

N
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k=e((x + rg)((s - )A +aA), 1S+ Py)

Ry
3

The Authentication Service in parallel calculates

k=e(rA+ Py (v +79sS)
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‘The Client sends M over the secure connection to the Authentication Service in
order to prevent the Key Compromise Impersonation attack
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“The Authentication Service compares N = M, which could be done through the
use of a one-time nonce and if they match, the Authentication Service then
sends Nto the Client
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["The Client then compares N = M, and if they match, they have successfully
mutually authenticated each other and have a mutually agreed upon session
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key Nto tne Client




