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Figure 7

[[ e Glent and asierication Senvice send igenties 103 and s to sach oher

fz 700
ey genarate values of x < q at the Cllent and § < q af The Auenicaion
Senice

Lo 710

Th Client caluiates S whore § = Ha(ID ) and A where A = Hy (D) 0
720

acheve Pp = A whie the Authentcation Servics calculates A whers A =

Hy(IDg) ana S whee § = Hy(ID g} acviene P = §

v

The Gllontand i Auhenicaton Servico han exchangs P and P —L\

“The Chent and Authentication Service each calculate
7o = HylPolP amndrg=H (P IPy)
42

74
The Client calculaies k
751

k=ef(x+r )(s-a)A+aA) 1S+ P

k=efrgd+ Pg (v +1JsS)

The Authentication Service in paraliel calculates ‘L\
760

‘order (o prevent the Key Compromise Impersonation atia

T 770
The Authenbicaton Service compares N = M. which could be done thraugh the

use of a one-time nonce and f they maich, the Authentication Senuce then
sends Nto the Client

“Tha Client sends M over the secure connection Lo the Authenbcation Service in I\\
ok

780

The Client then compares N = A, and If they match, they have succasstuly
mutually authentcaled each other and have a mulually agreed Upon Session
Key N1 the Glient

790
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