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Figure 7

| “The Client and Authentication Service send idenities 1Da and IDs to each other
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rerale valuos of x < q al e Clent and § < g at Tve Authe Ea'—rn
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The Client calculates S where § = HZ[ADSJ and A where A = Hl(ma) to
achieve Py = | A whie the Authentication Service calculates A where A =

H(Dg) ara S whors S = Hy(ID ) to ackiene P = S
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The Cllent and the Authentcaiion Sevice then exchange P and P
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The Client and Authentication Service each calculate
T = HolPalP andrg =H (P IP,)

The Client calculates

k=e((r+rai(s ~a)A+ah), 1S+ P
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The Authentication Service in parallel calcuiates

(r ‘i’n,[y*rS)iS]
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The Glient sends M over the secure cannection 1o tne Authentication Service in
order to prevent the Key Gompromise Impersonation attack
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The Authentication Service compares N = A, which could be done through the
use of a or nonce and if they maich, the Authentication Service then

ne-iime
sends Ato the Cllent

The Client then compares A = M, and If they match, they have successfully
mutually authenticaled each other and have a mutualy agreed upon session
key Nto the Client
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