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620

N

N and their \\

g the same hash algorithm as the

Figure 6

The Client initiates a secured connection to the Authentication Service, and the
Authentication Service serves the Authentication Program to the Client

The Authentication Program runs locally on the Client (for example,
Client’s browser) and prompts the user of the Client for their Pl
concatenated (s-a)A and A which is then used in the following section

The Authentication Program hashes (u:

Figure 7

ties IDa and 1Ds 1o each other

“They genorate values of X < q al e Cllent and y < q af The Aufhentcaton
Service

s Ty

The Clent calcuates § where § = Ho(IDg) ana A whare A = Hy (IDg) 1o
achieve Py = (A whie the Authentication Sorvice calculates A whoro A =

Hy(IDg) ana$ whero $= Ha(ID) o schiews Py = S

720
l The Clotand the Auhentcation Servico hen exchange Py and Py —l\
730
The Cllent and Authentcalion Servics 6ach calouate
7= HolPalPy) and ro=Hy(P Py
v 740
The Clentcalcuaies
k=e((x+ ro)((s ~ WA+ aA), 1S+ Py)
750
The Authenicalon Senice n paralel Calculates

k=er A+ P (v +1sS)

|

760
The Client sends M over the secure connection 10 the Authentication Service in
order to prevent the Key Compromise Impersonation aftack
T 770
‘The Authentication Service compares N = M, which could be done through the.

use of a one-time nonce and if thoy match, the Authentication Service then
sends N'1o the Client

The Client then compares N = M, and if they match, they have successfully
mutually authenticated each other and have a mutually agreed upon session
key Nto the Client

780

780




