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Figure 2

‘The Master Key Server is initialised
and selects value 2 10 -1 for x
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[ Distibuted Private Key Generator nodes are intilised }\
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{ The Master Key Server extracts the D-PKG IBE Private Key
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‘ The Master Key Server issues IBE Private Keys to the D-PKG nodes
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L The D-PKG nodes store their IBE Private Keys inside of Sealed Storage
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‘The Master Key Server takes the secret x and generates
straight ine /(X) = mX +x, where m (the slope) is chosen at random
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[ The Master Key Server divides xinto 3 shares.
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‘The Master Key Server, using  different m, has a random value ris broken up
into three shares Iy, 'y and '
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The Master Key Server distributes to the two D-PKG nodes X and I’y to one.
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The Master Key Server generates a request to Authentication
enrol the D-PKG nodes in the Authentication System Directory
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’ The Master Key Server applies an HMAC signature 1o the request —I\
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The Master Key Server sends the request to the Authentication Service |~
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The Authentication Service verifies the HMAC signature of the request
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The Authentication Service contacts both DPK-G nodes and Master Key Server
with a request for shares of the Master Public Key

“The Master Key Server and D-PKG nodes calculale

R.= X,-P1
15 this to the Authentication System as a response

The Authentication System combines shares to obtain the Master Public Key
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The Authentication System records the location of the Distributed Private Key
Access The Master Key Server and Distributed Private Key Generators store their 3 1 !
prinad Gontl etwork ’ respective shares in Sealed Storage Generators, and the Master Public Key into the Authentication System Directary
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Figure 4 Figure 5 Figure 6
The User System initiates an authenticated key agreement protocol with the The D-PKG nodes perform the calculations of z = x + ID as User System is authenticated to the Target System through the
Authentication System to veriyis idantity Aimentostion System and is provided access to the Target System
w00 orderto calculate .
The Session Key, is created and available to both the User System and }\
e User System programmatically creates the User System's Asymmetric
LA“‘"E"‘“‘“’" Sysiem “The primary node sends a roquest with an HVAC signature to the Master Key. l oublic  pivaie ey pair- v 4 Y
410 Server to perform the same calculation
The Authentication System oblains from the Authentication System Directory the 510 O 610
iated Dr Py her - -
t{:ﬁfm agg:e\:ss:ssocaed istributed Private Key Generator nodes and their The Waster Key Server performs the calculaion to obtain 5. chooses a random Create the User System's Symmetric Encryption Key by prompting for a pass.
| ation and calculates thre sh 1., 5.5 and phrase where the User System takes the input and calculates the Symmetric
ine equation and calculates three shares in 5;. namely §;7, §; and s;3 Encryption Key using a derivation protocol such as PBKDF2
The Auhentication System encapsulates the Session Key using o Master 520
Public Key of the nodes and thelf network addresses as input, esulting in two _ [
encapsulated Session Keys, one for each node The Master Key Server keeps S;, and distributes 5 &nd $;3 1o the olher two - -
0-PKG nodes, againwith an HMAC signaure e et System enployshe User Systemis Asymmetic Pubic Koy o encry
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The Authentication System creates a request for the Distriouted Private Key {7 650
issues the specifc User System's IBE Private Key Shares t
ey esues the spoc ystems ey Sharesto The Master Key Server calcuatas s share of 5; a5 S, = 35 = 35, + 53
The User System encrypts the User System's Asymmetric Private Key with the
v o User System's Symmettic Encryplion Key derived from the pass phrase
The Authentication System sends the request to both Distributed Private Key The DPK-G nodes verify the HMAC signature and calculate their share of sjas
Generator nodes 35 3 {7 640
§;= 35— 355+ 5q0
T 0 (i | ] M 550 The User System programmatically uploads to the Target System all keys
except the User System's Symmetric Encryption Key derived from the pass
‘The Distrbuted Private Key Genarator nodes, upon receipt of the requests, phrase
verify the HMAC signature Master Key Server distributes all shares of S between all nodes and itself {7
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Both nodes de-encapsulate thoi respactive Session Keys using therr D-PKG The User System's Symmetric Encryption Key derived from the pass phrase is
IBE Private Keys issued from the Master Key Server Upon HMAC signature verification, the D-PKG nodes recover securely removed from the User System’s memory
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using the User System Id as input and encrypt the shares using the Session Key D-PKG nodes then calculate W = r; /5 and computes S; = wiPy System's Asymmetric Public Key over a communication channel
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the shares by calculating

The User System decrypts the shares with the Session Key, and re-assembles.
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The D-PKG nodes encrypt their shares with the Session Key and distribute the
shares 1o the User System
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The Authentication System receives the User System's Asymmetric Public Key,
and writes the key into an associate record corresponding to the User System's
Id in the Authentication System Directory
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’ The Target System responds with the User System'’s archive IBE Private Keys }\
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The human operator of the User System is prompted to enter a pass phrase,

Figure 7

The User System makes an authenticated request to the Target System to make

available all archived User System's IBE Private Keys
User System's Asymmetric Public Key are decrypted with the User System’

and User System's Symmetric Encryption Key is re-constituted via a password
Asymmetric Private Key

derivation funetion
The User System's Symmetric Encryption Key is used to decrypt the User

System's Asymmetric Private Key

The User System is authenticated to the Target System through th

Authentication System and is provided access to the Target System

The archived User System's IBE Private Keys that have been encrypted with the
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Figure 8

The Distributed Key Generator nodes generate the User System’s IBE Private

Key Shares for the current time period

The Distributed Key Generator nodes make an authenticated request to the
Authentication System with an HMAC signature as described previously, to
lookup the User System’s Asymmetric Public Key in the Authentication Service

Directory
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The Authentication Service verifies the signature, performs the lookup, and
returns a response including the public key with an HMAC signature
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The Distributed Private Key Generator nodes verify the response's HMAC
signature, and encrypt the User System’s IBE Private Key Shares with the User
Systam's Asymmetric Public Key and remove the key from memory

v

The Distributed Private Key Generator nodes create a message over a store
and forward mechanism such as SMTP and send the encrypted User System's

IBE Private Key Shares over email

The Distributed Private Key Generator nodes optionally upload the encrypted
User System’s IBE Private Key Shares into an online storage locker accessible

1o the User System, or even the Target System
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To decrypt the shares, the User System employs the User System's Asymmetric
Private Key
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