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The Master Key Server generates a request to Authentication System:
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| The Master Key Server applies an HMAC signature 1o the request
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The Master Key Server sends the request to the Authentication Service
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The Authentication Service verifies the HMAC signature of the request
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The Authentication Service contacts both DPK-G nodes and Master Key Server
with a request for shares of the Master Public Key
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Both nodes de-encapsulate thoir Session Keys using thelr D-PKG IBE Private
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The User System decrypts e shares with the Session Key, and re-assembles
the shares by calculating
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D-PKG nodes then calculate WS /s and computes §; = w, P1
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‘The D-PKG nodes encrypt their shares with the Session Key and distribute the
shares to the User System ~
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Creae the User System's Symmelric Encryplion Key by prompting for a pass
phrase where the User System takes the input and calculates the Symmetric
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The User System employs the User System's Asymmetnc Public Key to encrypt
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The Distributed Key Generater nodes generate the User System's IBE Private
Key Shares for the current time period
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The Distnbuted Key Generator nodes make an authenticated request to the
Authentication System with an HMAC signature as described previously, to
lookup the User System's Asymmetric Public Key in the Authentiation Service
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The Authentication Service verifies the signature, performs the lookup, and
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The Distributed Private Key Generalor nodes create a message over a store
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